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Abstract

Securing delivery over the public internet is an important part of cloud security. This whitepaper
describes how Amazon CloudFront, a highly secure, managed service, can help architects and
developers secure the delivery of their applications and content by providing useful, security-
supporting features.
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Introduction

As more businesses move to cloud computing, public awareness of the significance of cloud
security increases as well. Cloud computing uses public internet to deliver content to users.
Securing this delivery is one of the important parts of cloud security.

Amazon CloudFront is a fast content delivery network (CDN) service that securely delivers data,

videos, applications, and APIs to customers globally, with low latency and high transfer speeds.
CloudFront is integrated with Amazon Web Services (AWS). The physical points of presence (PoPs)

are directly connected with AWS global infrastructure, and the service works seamlessly with AWS
services, including Amazon Simple Storage Service (Amazon S3), AWS Shield, AWS WAF, Amazon

CloudWatch, and Lambda@Edge. Because CloudFront is the component nearest to end users

(sometimes called “viewers") in many workloads, and by default its endpoint is open to public
internet, CloudFront is one of the first points to secure for a customer’s application.

AWS follows the shared responsibility security model, and because CloudFront is a fully managed

service, AWS responsibility includes physical infrastructure, network, servers, operating systems,
and software. Securing the data itself is still the customer’s responsibility. To strengthen your
applications’ security posture, it is crucial to understand what kind of security measures are used in
CloudFront, and what kind of security features you can utilize.

This document discusses how AWS protects CloudFront infrastructure (security of the cloud) and
how you can harden your applications' security (security in the cloud) by leveraging CloudFront
features.



https://aws.amazon.com/cloudfront/
https://networkencyclopedia.com/point-of-presence-pop/
https://aws.amazon.com/s3/
https://aws.amazon.com/shield
https://aws.amazon.com/waf/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/lambda/edge/
https://aws.amazon.com/compliance/shared-responsibility-model/
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How AWS Provides Security of the Cloud for Amazon
CloudFront

AWS security processes

AWS operates the global cloud infrastructure that you use to provision a variety of basic computing
resources and services such as compute and storage. The AWS global infrastructure is designed and
managed according to security best practices, as well as a variety of security compliance standards.
As an AWS customer, be assured that you're building web architectures on some of the most secure
computing infrastructure in the world.

As a managed service, CloudFront is protected by these AWS global infrastructure security
processes. The implemented controls include physical and environmental security such as fire
detection and suppression, logical AWS access controls such as account review and audit, network
security (fault-tolerant design), and other important secure design principles and practices.

Security is built into every layer of the AWS infrastructure, and carries into each of the services
that run in it. AWS services, including CloudFront, are architected to work efficiently and securely
with all AWS networks and platforms. Each service provides extensive security features designed to
help you protect sensitive data and applications. For more information, see the Best Practices for
Security, Identity, and Compliance.

Compliance validation for CloudFront

Third-party auditors assess the security and compliance of CloudFront as part of multiple AWS
compliance programs. You can download the third-party audit reports using AWS Artifact, a central
resource for compliance-related information that provides on-demand access to AWS security and
compliance reports, and select online agreements. Reports available in AWS Artifact include our
Service Organization Control (SOC) reports and Payment Card Industry (PCI) reports, among other
certifications.

Your compliance responsibility when using CloudFront is determined by the sensitivity of your
data, your company’s compliance objectives, and applicable laws and regulations. AWS provides the
following resources to help you determine and approach your compliance requirements:
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https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/architecture/security-identity-compliance/
https://aws.amazon.com/artifact/

